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Abstract

Transport Layer Security (TLS) provides mechanisms to protect sensitive data during
electronic dissemination across the Internet. This Special Publication provides guidance
to the selection and configuration of TLS protocol implementations while making
effective use of Federal Information Processing Standards (FIPS) and NIST-
recommended cryptographic algorithms, and requires that TLS 1.1 configured with FIPS-
based cipher suites as the minimum appropriate secure transport protocol and
recommends that agencies develop migration plans to TLS 1.2 by January 1, 2015. This
Special Publication also identifies TLS extensions for which mandatory support must be
provided and other recommended extensions.
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Executive Summary

Office of Management and Budget (OMB) Circular A-130, Management of Federal
Information Resources, requires managers of publicly accessible information repositories
or dissemination systems that contain sensitive but unclassified data to ensure that
sensitive data is protected commensurate with the risk and magnitude of the harm that
would result from the loss, misuse, or unauthorized access to or modification of such
data. Given the nature of interconnected networks and the use of the Internet to share
information, protection of this sensitive data can become difficult if proper mechanisms
are not employed to protect the data. Transport layer security (TLS) provides such a
mechanism to protect sensitive data during electronic dissemination across the Internet.

TLS is a protocol created to provide authentication, confidentiality, and data integrity
between two communicating applications. TLS is based on a precursor protocol called
the Secure Sockets Layer Version 3.0 (SSL 3.0) and is considered to be an improvement
to SSL 3.0. SSL 3.0 is specified in [REC6101]. The Transport Layer Security version 1
(TLS 1.0) specification is an Internet Request for Comments [REC2246]. Each document
specifies a similar protocol that provides security services over the Internet. TLS 1.0 has
been revised to version 1.1, as documented in [REC4346], and TLS 1.1 has been further
revised to version 1.2, as documented in [REC5246]. In addition, some extensions have
been defined to mitigate some of the known security vulnerabilities in implementations
using TLS. These vulnerabilities are not necessarily weaknesses in TLS, but in how
applications use TLS.

This Special Publication provides guidance to the selection and configuration of TLS
protocol implementations while making effective use of Approved cryptographic
schemes and algorithms. In particular, it requires that TLS 1.1 be configured with cipher
suites using Approved schemes and algorithms as the minimum appropriate secure
transport protocol?. It also recommends that agencies develop migration plans to TLS
1.2, configured using Approved schemes and algorithms, by January 1, 2015. When
interoperability with non-government systems is required, TLS 1.0 may be supported.
This Special Publication also identifies TLS extensions for which mandatory support
must be provided and other recommended extensions.

Use of the recommendations provided in this Special Publication would promote:

e More consistent use of authentication, confidentiality and integrity mechanisms
for the protection of information transport across the Internet;

e Consistent use of recommended cipher suites that encompass NIST-Approved
algorithms and open standards;

1 While SSL 3.0 iis the most secure of the SSL protocol versions, it is not approved for use in the protection of Federal
information because it relies in part on the use of cryptographic algorithms that are not Approved. TLS versions
1.1 and 1.2 are approved for the protection of Federal information, when properly configured. TLS version 1.0 is
approved only when it is required for interoperability with non-government systems and is configured according
to these guidelines.

Vi



e Protection against known and anticipated attacks on the TLS protocol; and

e Informed decisions by system administrators and managers in the integration of
transport layer security implementations.

While these guidelines are primarily designed for Federal users and system
administrators to adequately protect sensitive but unclassified U.S. Federal Government
data against serious threats on the Internet, they may also be used within closed network
environments to segregate data. (The client-server model and security services discussed
also apply in these situations). This Special Publication supersedes NIST Special
Publication 800-52. This Special Publication should be used in conjunction with existing
policies and procedures.

vii



Guidelines for TLS Implementations

1 Introduction

Many networked applications rely on the Secure Sockets Layer (SSL) and Transport
Layer Security (TLS) protocols to protect sensitive data transmitted over insecure
channels. The Internet’s client-server model and communication protocol design
principles have been described in many books, such as [Rescorla01], [Comer00], and
[Hall00]. TLS requires the existence of a Public Key Infrastructure (PKI) that generates
public key certificates in compliance with [REC5280]. Books such as [Adams99] and
[Housley01], as well as technical journal articles (e.g., [Polk03]) and NIST publications
(e.g., [SP800-32]), describe how PKI can be used to protect information in the Internet.

This document assumes that the reader of these guidelines is familiar with public key
infrastructure concepts, including, for example, X.509 certificates; and SSL/TLS
protocols. The references cited above and in Appendix E further explain the background
concepts that are not fully explained in these guidelines.

1.1 Background

The TLS protocol is used to secure communications in a wide variety of online
transactions. Such transactions include financial transactions (e.g., banking, trading
stocks, e-commerce), healthcare transactions (e.g., viewing medical records or scheduling
medical appointments), and social transactions (e.g., email or social networking). Any
network service that handles sensitive or valuable data, whether it is personally
identifiable information (PI1), financial data, or login information, needs to adequately
protect that data. TLS provides a protected channel for sending data between the server
and the client. The client is often, but not always, a web browser.

TLS is a layered protocol that runs on top of a reliable transport protocol — typically the
transmission control protocol (TCP). Application protocols, such as the Hypertext
Transfer Protocol (HTTP) and the Internet Message Access Protocol (IMAP), can run
above TLS. TLS is application independent, and used to provide security to any two
communicating applications that transmit data over a network via an application protocol.
It can be used to create a virtual private network (VPN) that connects an external system
to an internal network, allowing that system to access a multitude of internal services and
resources as if it were in the network.

1.2 History of TLS

The SSL protocol was designed by the Netscape Corporation? to meet security needs of
client and server applications. Version 1 of SSL was never released. SSL 2.0 was
released in 1995, but had well-known security vulnerabilities, which were addressed by
the 1996 release of SSL 3.0. During this timeframe, Microsoft Corporation released a
protocol known as Private Communications Technology (PCT), and later released a
higher performance protocol known as the Secure Transport Layer Protocol (STLP).

2 Commercial company names are used for historical reference purposes only. No product endorsement is intended or
implied.
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PCT and STLP never commanded the market share that SSL 2.0 and SSL 3.0
commanded. The Internet Engineering Task Force (IETF), a technical working group
responsible for developing Internet standards to ensure communications compatibility
across different implementations, attempted to resolve, as best it could, security
engineering and protocol incompatibility issues between the protocols. The IETF
standards track Transport Layer Security Protocol Version 1.0 (TLS 1.0) emerged and
was codified by the IETF as [REC2246]. While TLS 1.0 is based on SSL 3.0, and the
differences between them are not dramatic, they are significant enough that TLS 1.0 and
SSL 3.0 do not interoperate. TLS 1.0 is also referred to as SSL 3.1.

TLS 1.0 does incorporate a mechanism by which a TLS 1.0 implementation can negotiate
to use SSL 3.0 with requesting entities as if TLS were never proposed. However,
because SSL 3.0 is not approved for use in the protection of Federal information (Section
D.9 of [FIPS140Impl]), TLS must be properly configured to ensure that the negotiation
and use of SSL 3.0 never occurs when Federal information is to be protected.

TLS 1.1 was developed to address discovered weaknesses in TLS 1.0, primarily in the
areas of initialization vector selection and padding error processing. Initialization vectors
were made explicit3 to prevent a certain class of attacks on the Cipher Block Chaining
(CBC) mode of operation used by TLS. The handling of padding errors was altered to
treat a padding error as a bad message authentication code, rather than a decryption
failure. In addition, the TLS 1.1 RFC acknowledges attacks on CBC mode that rely on
the time to compute the message authentication code (MAC). [REC4346] states that to
defend against such attacks, an implementation must process records in the same manner
regardless of whether padding errors exist. Further implementation considerations for
CBC modes, not included in [REC4346], are discussed in Section 3.3.1.1.

TLS 1.2 made several cryptographic enhancements, particularly in the area of hash
functions, with the ability to use or specify SHA-2 family algorithms for hash, MAC, and
Pseudorandom Function (PRF) computations. TLS 1.2 also adds support for
authenticated encryption with associated data (AEAD) cipher suites.

1.3 Scope

Security is not a single property possessed by a single protocol. Rather, security includes
a complex set of related properties that together provide the required information
assurance characteristics and information protection services. Security requirements are
usually derived from a risk assessment to the threats or attacks an adversary is likely to
mount against a system. The adversary is likely to take advantage of implementation
vulnerabilities found in many system components, including computer operating systems,
application software systems, and the computer networks that interconnect them. Thus,
in order to secure a system against a myriad of threats, security must be judiciously
placed in the various systems and network layers.

These guidelines focus only on security within the network, and they focus directly on
the small portion of the network communications stack that is referred to as the transport

3 The initialization vector (V) must be sent; it cannot be derived from a state known by both parties, such as the
previous message.
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layer. Several other NIST publications address security requirements in the other parts of
the systems and network layers. Adherence to these guidelines only protects the data in
transit. Other applicable NIST Standards and guidelines should be used to ensure
protection of systems and stored data.

These guidelines focus on the common use where clients and servers must interoperate
with a wide variety of implementations, and authentication is performed using public key
certificates. To promote interoperability, these guidelines (and the RFCs that define the
TLS protocol) establish mandatory features and cipher suites that conforming
implementations must support. There are, however, much more constrained
implementations of TLS servers, where security is needed, but broad interoperability is
not required and the cost of implementing unused features may be prohibitive. For
example, minimal servers are often implemented in embedded controllers and network
infrastructure devices such as routers and then used with browsers to remotely configure
and manage the devices. The use of an appropriate subset of the capabilities specified in
these guidelines may be acceptable in such cases.

The scope is further limited to TLS when used in conjunction with TCP/IP. For example,
Datagram TLS (DTLS) is outside the scope of these guidelines. NIST may issue separate
guidelines for DTLS at a later date.

1.4 Document Conventions

Throughout this document, key words are used to identify requirements. The key words
“shall”, “shall not”, “should”, and “should not” are used. These words are a subset of
the IETF Request For Comments (RFC) 2119 key words, and have been chosen based on
convention in other normative documents [REC2119]. In addition to the key words, the
words “need”, “can”, and “may” are used in this document, but are not intended to be
normative. The key word “Approved” is used to indicate that a scheme or algorithm is
described in a Federal Information Processing Standard (FIPS) or is recommended by
NIST.

The recommendations in this document are grouped by server recommendations and
client recommendations. Section 3 provides detailed guidance for the selection and
configuration of TLS servers. Section 3.9.1 summarizes guidance that applies to the
selection of TLS server implementations, Section 3.9.2 summarizes guidance that applies
to the configuration of TLS server implementations, and Section 3.9.3 contains guidance
for system administrators that are responsible for maintaining the server. Section 4
provides detailed guidance for the selection, configuration, and use of TLS clients.
Section 4.9.1 summarizes guidance that applies to the selection of TLS client
implementations, Section 4.9.2 summarizes guidance that applies to the configuration of
TLS client implementations, Section 4.9.3 summarizes guidance for system
administrators responsible for maintaining TLS clients, and Section 4.9.4 contains
guidance for end users.
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2 TLS Overview

TLS exchanges records over the TLS record protocol. A TLS record contains several
fields, including version information, application protocol data, and the higher-level
protocol used to process the application data. TLS protects the application data by using a
set of cryptographic algorithms to ensure the confidentiality, integrity, and authenticity of
exchanged application data. TLS defines several protocols for connection management
that sit on top of the record protocol, where each protocol has its own record type. These
protocols, discussed in Section 2.1, are used to establish and change security parameters,
and communicate error and warning conditions to the server and client. Sections 2.2
through 2.6 describe the security services provided by the TLS protocol and how those
security services are provisioned. Section 2.7 discusses key management.

2.1 Handshake Protocol

There are three subprotocols in the TLS protocol that are used to control the session
connection: the handshake, change cipher spec4, and alert protocols. The TLS handshake
protocol is used to negotiate the session parameters. The alert protocol is used to notify
the other party of an error condition. The change cipher spec protocol is used to change
the cryptographic parameters of a session. In addition, the client and the server exchange
application data that is protected by the security services provisioned by the negotiated
cipher suite. These security services are negotiated and established with the handshake.

The handshake protocol consists of a series of message exchanges between the client and
the server. The handshake protocol initializes both the client and server to use optional
cryptographic capabilities by negotiating a cipher suite of algorithms and functions,
including key establishment, digital signature, confidentiality and integrity algorithms.
Clients and servers can be configured so that one or more of the following security
services are negotiated during the handshake: confidentiality, message integrity,
authentication, and replay protection. A confidentiality service provides assurance that
data is kept secret, preventing eavesdropping. A message integrity service provides
confirmation that unauthorized data modification is detected, thus preventing undetected
deletion, addition, or modification of data. An authentication service provides assurance
of the sender or receiver’s identity, thereby detecting forgery. Replay protection ensures
that an unauthorized user does not capture and successfully replay previous data. In
order to comply with these guidelines, both the client and the server shall be configured
for data confidentiality and integrity services. Note that the anti-replay service is implicit
when data contains monotonically increasing sequence number and data integrity is
assured.

The handshake protocol is used to optionally exchange X.509 public key certificates® to
authenticate the server and the client to each other. In order to comply with these

4 In these guidelines, “change cipher spec” refers to a protocol, and “ChangeCipherSpec” refers to the message used in
that protocol

S The use of X.509 public key certificates is fundamental to TLS. For a comprehensive explanation of X.509 public
key certificates see [Adams99] or [Housley01]. In these guidelines, the terms “certificate” and “public key
certificate” are used interchangeably.
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guidelines, the server always presents an X.509 public key certificate that complies with
the requirements stated elsewhere in these guidelines. For client-authenticated
connections, the client also presents an X.509 public key certificate that complies with
the requirements stated elsewhere in these guidelines.

The handshake protocol is responsible for establishing the session parameters. The client
and server negotiate algorithms for authentication, confidentiality and integrity, as well as
derive symmetric keys and establish other session parameters, such as data compression.
The negotiated set of authentication, confidentiality, and integrity algorithms is called the
cipher suite.

When all the security parameters are in place, the ChangeCipherSpec message is used to
inform the other side to begin using the negotiated security services agreed to during the
handshake. All messages sent after the ChangeCipherSpec message are protected (i.e.,
encrypted and/or integrity protected) using the negotiated cipher suite and derived
symmetric keys.

Finished messages, sent immediately following the ChangeCipherSpec messages, provide
integrity checks for the handshake messages. Each Finished message is protected using
the negotiated cipher suite and the derived session keys. Each side keeps a hash of all of
the handshake messages exchanged up to but not including their Finished message (e.g.,
the Finished message sent by the server includes the Finished message sent by the client
in the hash). The hash value is sent through a pseudorandom function (PRF) keyed by
the master secret key to form the Finished message. The receiving side decrypts the
protected Finished message and compares it to its output of the PRF on the hashed
messages. If the PRF values differ, the handshake has been modified or an error has
occurred in the key management, and the connection is aborted. If the PRF values are the
same, there is high assurance that the entire handshake has cryptographic integrity —
nothing was modified, added or deleted and all key derivation was done correctly.

Alerts are used to convey information about the session, such as errors or warnings. For
example, an alert can be used to signal a decryption error (decrypt_error) or that access
has been denied (access_denied). Some alerts are used for warnings, and others are
considered fatal and lead to immediate termination of the session. A close_notify alert
message is used to signal normal termination of a session. Like all other messages after
the handshake protocol is completed, alert messages are encrypted and optionally
compressed.

Details of the handshake, change cipher spec and alert protocols are outside the scope of
these guidelines; they are described in [REC5246].

2.2 Shared Secret Negotiation

The client and server establish keying material during the TLS handshake protocol. The
derivation of the premaster secret depends on the key exchange method that is agreed
upon. For example, when the Rivest Shamir Adleman (RSA) algorithm is used for the
key exchange, the premaster secret is generated by the client and sent to the server in a
ClientKeyExchange message, encrypted with the server’s public key. When Diffie-
Hellman is used as the key exchange algorithm, the client and server send each other their
parameters, and the resulting key is used as the premaster secret. The premaster secret,
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along with random values exchanged by the client and server in the hello messages, is
used to compute the master secret. The master secret is used to derive session keys,
described in Sections 2.3 and 2.4, which are used by the negotiated security services to
protect the data exchanged between the client and the server, thus providing a secure
channel for the client and the server to communicate. Anti-replay protection is implicitly
provided, since each packet has a monotonically increasing sequence number.

The establishment of these secrets is secure against eavesdroppers. When the TLS
protocol is used in accordance with these guidelines, the application data, as well as the
secrets, are not vulnerable to attackers who place themselves in the middle of the
connection. The attacker cannot modify the handshake messages without being detected
by the client and the server because the Finished message, exchanged after security
parameter establishment, provides integrity protection to the entire exchange. In other
words, an attacker cannot modify or downgrade the security of the connection by placing
itself in the middle of the negotiation.

A premaster secret is securely established by the client using the RSA key transfer,
Diffie-Hellman (DH or DHE) key agreement, or Elliptic Curve DH (ECDH or ECDHE).

2.3 Confidentiality

Confidentiality is provided for a communication session by the negotiated encryption
algorithm for the cipher suite and the encryption keys derived from the master secret and
random values, one for encryption by the client (the client write key), and another for
encryption by the server (the server write key). The sender of a message (client or
server) encrypts the message using a derived encryption key; the receiver uses the same
key to decrypt the message. Both the client and server know these keys, and decrypt the
messages using the same key that was used for encryption. The encryption keys are
derived from the shared master secret.

2.4 Integrity

The keyed MAC algorithm, specified by the negotiated cipher suite, provides message
integrity. Two MAC keys are derived: 1) a MAC key to be used when the client is the
message sender and the server is the message receiver (the client write MAC key), and 2)
a second MAC key to be used when the server is the message sender and the client is the
message receiver (the server write MAC key). The sender of a message (client or server)
calculates the MAC for the message using the appropriate MAC key, and encrypts both
the message and the MAC using the appropriate encryption key. The sender then
transmits the encrypted message and MAC to the receiver. The receiver decrypts the
received message and MAC, and calculates its own version of the MAC using the MAC
algorithm and sender’s MAC key. The receiver verifies that the MAC that it calculates
matches the MAC sent by the sender.

Two types of constructions are used for MAC algorithms in TLS. All versions of TLS
support the use of the Keyed-Hash Message Authentication Code (HMAC) using the
hash algorithm specified by the negotiated cipher suite. With HMAC, MACs for server-
to-client messages are keyed by the server write MAC key, while MACs client-to-server
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messages are keyed by the client write MAC key. These MAC keys are derived from the
shared master secret.

TLS 1.2 added support for AEAD cipher modes, such as Counter with CBC-MAC
(CCM) and Galois Counter Mode (GCM), as an alternative way of providing integrity
and confidentiality. In AEAD modes, the sender uses its write key for both encryption
and integrity protection. The client and server write MAC keys are not used. The
recipient decrypts the message and verifies the integrity information. Both the sender
and the receiver use the sender’s write key to perform these operations.

2.5 Authentication

Server authentication is performed by the client using the server’s public key certificate,
which the server presents during the handshake. The exact nature of the cryptographic
operation for server authentication is dependent on the negotiated cipher suite and
extensions. In most cases (e.g., RSA for key transport, DH and ECDH), authentication is
performed explicitly through verification of digital signatures present in certificates, and
implicitly by the use of the server public key by the client during the establishment of the
master secret. A successful Finished message implies that both parties calculated the
same master secret and thus, the server must have known the private key corresponding
to the public key used for key establishment.

Client authentication is optional, and only occurs at the server’s request. Client
authentication is based on the client’s public key certificate. The exact nature of the
cryptographic operation for client authentication depends on the negotiated cipher suite’s
key exchange algorithm and the negotiated extensions. For example, when the client’s
public key certificate contains an RSA public key, the client signs a portion of the
handshake message using the private key corresponding to that public key, and the server
verifies the signature using the public key to authenticate the client.

2.6 Anti-Replay

The integrity-protected envelope of the message contains a monotonically increasing
sequence number. Once the message integrity is verified, the sequence number of the
current message is compared with the sequence number of the previous message. The
sequence number of the current message must be greater than the sequence number of the
previous message in order to further process the message.

2.7 Key Management

The server public key certificate and corresponding private key, and optionally the client
public key certificate and corresponding private key, are used in the establishment of the
premaster secret, according to the key exchange algorithm dictated by the selected cipher
suite. The premaster secret, server random, and client random are used to determine the
master secret, which is then used to derive the symmetric session keys.

The security of the server’s private key is critical to the security of TLS. If the server’s

private key is weak or can be obtained by a third party, the third party can masquerade as
the server to all clients. Similarly, if a third party can obtain a public key certificate for a
public key corresponding to his own private key in the name of a legitimate server from a
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certification authority (CA) trusted by the clients, the third party can masquerade as the
server to the clients. Requirement and recommendations to mitigate these concerns are
addressed later in these guidelines.

Simil