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AHHOTAITUA
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1. BBegeHue

B 3TOM [0KyMeHTe OCBeIljal0TCd HeKOTOphble TeXHUUYeCKHe pasjuuug Mexay FreeBSD u Linux®,
4TOOBI I10/Ib30BaTeM LINUX® cpefHero ¥ MpoJABUHYTOI0 YPOBHEN MOIJIM OBICTPO 03HAKOMHUTHCA C
ocHoBaMH FreeBSD.

JTOT NOKYMEeHT IipejriosiaraeT, yro FreeBSD yyke ycraHoBJIeHa. /Iy I10JIydeHUS IIOMOIIM II0
IIpoLiecCy YCTAaHOBKH 0OpaTUTeCh K IiaBe YcraHoBKa FreeBSD PykoBoacTBa FreeBSD.

2. CtaHgapTHas1 000/710UKa

[Tosib3oBaTesu Linux® 4acTo YAUBJILIOTCSA, 0OHapy’KuB, uTO Bash He siBiiseTcs 060JI0UKOM I10
ymosuaHuio B FreeBSD. Ha camoM fesie, Bash He BK/IFOUEH B CTaHJapTHYI YCTAaHOBKY. BMecTo
9TOT0 HCIIOJIb3yeTcd coBMecTumasg C Bourne shell o6osouka sh(l) B KadecTBe 060JI0YKHU
I10JIb30BaTeJId 110 yMoI4aHuio. O6osiouka root — ato tesh(l) mo ymosrdanuro B FreeBSD 13 u 6ostee
paHHux Bepcusax U sh(1) B FreeBSD 14 u mosmHee. O6osiouka sh(1) odyeHb Ioxoyka Ha Bash, HO
UMeeT ropaso MeHbIIINNY Hab0op BO3MOKHOCTel. Kak IIpaBUJIO, CKPUIITH], HAITMCaHHBbIe I sh(l),
O6yxnyT paboTaTh B Bash, HO o6paTHOe He Bcer/a BEpHO.
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OmHako Bash u gpyrre 060JI0UYKHU TOCTYIIHBI [IJIs1 YCTAaHOBKHU Uepe3 KoJIeKITHUI0 ITIOPTOB U [IaKeTOB
FreeBSD.

[locsie yCcTaHOBKU [Jpyrodi 0600704KM wucHoab3ydTe chsh(1), 4TOGBI H3MEHUTH O0O00JI0UKY
II0JIb30BaTesd II0 YMOJMYaHUI0. PeKoMeH/yeTcs OCTaBUTH O0OO0JIOUKY IIOJIb30BaTesst root 6es
U3MeHEeHUH, II0CKOJIbKY O000JIOUKM, He BXOJdIlre B 0a30BYI0 IIOCTaBKY, yCTaHaBJIUBAKOTCS B
/usr/local/bin. B ciiyuyae BO3HUKHOBeHUS IIpobJsieMbl QaiyioBasg CHUCTeMa, B KOTOPOU HaXOLUTCI
/usr/local/bin, Mo>KeT O6BITH He CMOHTHPOBaHa. B TakoM cuTyaliuu y root He 6yZeT JOCTyIIa K CBOeH
0060JI0UKe I10 YMOJIYaHHUI0, YTO IIOMelllaeT eMy BOUTHU B CUCTEMY U YCTPaHUTH IIPOOJIeMY.

3. IIakeTsI U IIOPTHI: YCTAHOBKA IIpOrpaMM B
FreeBSD

FreeBSD 1pemocraBiigeT [Ba MeETOZa YCTAaHOBKH IIPUJIOKEHUM: OHHapHBIEe IIAaKeThl U
CKOMITMJIMPOBaHHBIE IIOPTHL. Ka’kAbIll MeTOo/ UMeeT CBOU IIPEeUMYIIeCcTBa:

BunapHble nakemot

* BrICTpast yCTaHOBKA I10 CPAaBHEHUIO C KOMITMJIAITHEH KPYITHBIX TPUJI0KEHUH.
* He TpebyeT MOHMMaHUS TOTO, KaK KOMITMJIMPOBATh IIPOTpaMMHOe 06ecIleueHuUe.

* HeT HE0O6XOIMMOCTH YCTaHABJIUBATh KOMITHJISITOP.

Ilopmut

* BO3MO’XHOCTBH HAaCTPOMKU I1apaMeTPOB YCTaHOBKH.

* MoryT 6bITh IPUMEHEHHI I10JIb30BaTeIbCKUE ITaTUH.
Ecin  ycTaHOBKa NPUJIOKeHUs He TpeOyeT [OIIOJTHUTEJIbHOM COOCTBEHHOM HACTPOMKHY,
I0OCTaTOYHO YCTAaHOBUTH IlakeT. CoOupaliTe IIOPT, eC/IH IIPUJIOXKEHUI0 TpebyeTcsa H3MeHeHUe

IapaMeTpoB, 3aZlaHHBIX B IIaKeTax II0 YMOJYaHHI0. I[Ip¥ HeoOXOLUMOCTH COOCTBEHHBIU IIaKeT
MO>KHO cOOpaTh U3 IIOPTOB C IIOMOIIBI0 make package.

IToJIHBIH CITHCOK BCEX HOCTVYIIHBIX IIOPTOB U IIaKETOB MO’KHO HaWuTH 31 eCh.

3.1. IIakeTnl

[TakeThI — 3TO IIpeBApPUTEIHLHO CKOMIIMJIMPOBAHHbIE IPHJIOKEHUS], 9KBUBaJIEHTHI GaiiyioB .deb B
cucteMax Ha ocHoBe Debian/Ubuntu u ¢aiioB .rpm B cucreMax Ha ocHoBe Red Hat/Fedora.
[TakeThl yCTaHABJIMBAIOTCSI C IOMOIbI0 pkg. Hampumep, ciefayroiiasi KOMaH/ia yCTaHaBJIUBaeT
Apache 2.4:

# pkg install apache24

A1 TIOJIy4YeHHsT [OIIOJIHHUTeJbHOM HMHOOpPMallMM O IIaKeTaXx oOpaThTech K pasgeny 4.4
PykoBojcTBa FreeBSD: Hcniosib3oBaHue pkg 1 yIIpaBieHUs OMHapHBIMU ITIaKeTaMU.
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3.2. IlopThIl

Kosunekrust mopToB FreeBSD — 3T0 Ha6op Makefile u rmaTuei, crielfiasibHO aJallTUPOBAHHBIX IS
YCTaHOBKU IIPUJIOKeHUH U3 UCXOTHOTO0 Kojia B FreeBSD. [Ipu ycTaHOBKe IIOpTa CUCTeMa 3arpy3uT
HMCXOTHBIA KOJI, IPUMEHUT HEO0OXO0HUMBIe TTaTYH, CKOMITHIUPYET KO ¥ YCTAHOBHUT IIPUJIOKEHHE
BMeCTe C TpeGyeMbIMU 3aBUCHUMOCTSIMH.

KoJuteKIiysi IopToOB, MHOIZA Ha3bIlBaeMasl lepeBOM IIOPTOB, MOKeT OBITh YCTaHOBJIEHA B /usr/ports
¢ rtoMo1ipio Git. [Togpo6HBIe MHCTPYKIIUU II0 yCTaHOBKe KoJIeKIIUM IIOPTOB MOKHO HaWTH B
paspesie 4.5.1 PykoBozcTrBa FreeBSD.

JUis cOOpKH TIOpTa IlepeduUTe B ero KaTajJol U 3allyCTUTe IIpoliecc CO0pPKHU. B ciemyroiieMm
IIpuMepe ycTaHaBaIuBaeTcst Apache 2.4 U3 KOJUIEKITUH IIOPTOB:

# cd /usr/ports/www/apache24
# make install clean

[IperMyIlleCTBO HCIIOJIL30BAaHUSI IIOPTOB [IsI YCTAaHOBKU IIPOrPaMMHOTO  0OecIlieuyeHUs
3aKJII04YaeTcs B BOSMO>KHOCTH HaCTPOMKU IIapaMeTpOB YCTAaHOBKU. B 9TOM IpuMepe yKa3aHO, YTO
TaK)Ke JJOJDKEH OBITh YCTaHOBJIEH MOAYJIb mod_ldap:

# cd /usr/ports/www/apache24
# make WITH LDAP="YES" install clean

O6patuTech K lMcrionb3oBaHWe KOJUIEKIIMU IIOPTOB IS IIOYYeHUS [IOIIOJTHUTEIbHOMU
UHOpMaAIUH.

4. 3arpyska CUCTEeMBI

MHorue 1ucTpUOYyTUBEL LinuX® UCIIOIB3YIOT CUCTeMy MHUIManIu3anuu SysV, Torga kak FreeBSD
HUCIOJIb3YeT TPaSUITUOHHBINM BSD-cTuib init(8). B BSD-cTmute init(8) HeT ypoBHel 3amycka (run-
levels), u ¢arii /etc/inittab oTcyTCcTBYeT. BMECTO 3TOTO 3aIlyCK CUCTEMBI YIIPaBJISIETC CIleHApUIMU
rc(8). Ilpu 3arpyske cucTeMsl /etc/rc unTaeTt /etc/rc.conf u /etc/defaults/rc.conf, 4TOOHBI OIIpeeIUTS,
Kakue Cay>KObl [OJDKHBI OBITH 3allyllleHbl. YKadaHHbIe CJIY>KObI 3aTeM 3aIllyCKAaKTCSI ITyTeM
BBITIOJITHEHUS COOTBETCTBYIOIIUX CIleHapyeB WHUIWAJIN3alluM, PacIloJIOKeHHBIX B /etc/rc.d/ U
/usr/local/etc/rc.d/. 3TU clleHapyUM aHaJIOTUYHBI CIleHapUsaM, PacIlOJIOKeHHBIM B /etc/init.d/ B
cucreMax Linux®.

CKpHUITHI, paclojo’KeHHble B /etc/rc.d/, mpemHasHauyeHBI [JI1 HPHJIOXKEHUU, BXOAAIUX B
"6a30By0" CHUCTEMY, TaKuUX Kak cron(8), sshd(8) u syslog(3). Ckpuntsl B /usr/local/etc/rc.d/
IIpeiHa3Ha4veHbl [JIs IT0Ib30BaTeIbCKUX IIPUJIOKeHUH, TaKUX Kak Apache u Squid.

[Tockosbky FreeBSD paspabaTbiBaeTcd KakK IIOJIHOIleHHas  oOIlepalfMOHHAasd CHUCTeMa,
I10JIb30BaTeJIbCKUe IIPUI0KEeHNs He CUUTAl0TC YacThbio «6a30BOM» CUCTeMEI. [oIb30BaTeIbCKHUe
IIPUJIOKEHUs 0OBIYHO YCTaHaBJIMBAIOTCA C IIOMOIIBIO [TakeToB 1K [TopToB. YTOOBI OTAENIUTH UX
0T 06a30BOM CHCTEMBI, I10JIb30BaTeJIbCKHE IPUJIOKeHHUs yCTaHaBJIMBaroTca B /usr/local/. Takum
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obpasoM, HcCIIOJIHIeMble GaMibl I10JIb30BATENbCKUX HPHJIOKeHUM Haxomarcd B /usr/local/bin/,
KoH$UTypalrluoHHbIe panibl — B /usr/local/etc/ u Tak maJjiee.

CepBHUCHl BKJIIOUAKTCI IIyTeM [I06aBjeHUS COOTBETCTBYIOIeHM 3amucu B ¢ain /etc/rc.conf.
CucTteMHBIe TapaMeTpBI 110 YMOJIYaHUIO HaxoaaTcs B ¢aiiie /etc/defaults/rc.conf, a HacTpoiku 110
YMOJTUaHUIO IIepeonpefiesIIioTcsl IIapaMeTpaMu U3 ¢aiina /etc/rc.conf. [Togpo6Hee 0 TOCTYIIHBIX
rmapamMeTrpax MOYKHO y3HaTh B rc.conf(5). IIpm ycTaHOBKEe [ONIOJHUTEJBHBIX IIPHIOKEHUN
03HAaKOMbBTECh C COOOII[eHHEeM YCTAaHOBKH, YTOOBI OIIpe/leJINTh, KaK BK/IKUYUTH CBSI3aHHBIE
CepPBUCHI.

Ciepyrorye 3amucu B /etc/rc.conf BkirouaroT sshd(8), akTUBUPYIOT Apache 2.4 ¥ yKa3bIBaKOT, YTO
Apache mosokeH 3amnyckaTbes ¢ SSL.

# enable SSHD
sshd_enable="YES"

# enable Apache with SSL
apache24_enable="YES"
apache24_flags="-DSSL"

ITocsie BKJIFOUEHUS CIIY>KOBI B /etc/rc.conf eé MO>KHO 3aIlyCTUTH 6e3 I1epe3arpysKy CHCTEMBL:

# service sshd start
# service apache24 start

Ecim cioyx6a He Oblla BKJIIOUEHA, €€ MOJKHO 3allyCTUTh M3 KOMAaHJHOU CTPOKU C IIOMOIIBIO
onestart:

# service sshd onestart

5. HacTpouka ceTu

BMmecTo o61ero umeHtudukKatopa ethX, KOTOPBIM HCHOJAb3yeTcd B Linux® g 0603HauYeHUS
cereBoro uHTepderica, FreeBSD wucrosb3yeT uUMs [ApadiBepa C IIOCJEAYIOIIUM YKCIOM.
Ciepyromnuii BEIBOZ U3 ifconfig(8) mokaseiBaeT ABa ceTeBbIX HHTepderica Intel® Pro 1000 (em0 u
eml):

% ifconfig

emd: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
options=b<RXCSUM, TXCSUM, VLAN_MTU>
inet 10.10.10.100 netmask Oxffffff00 broadcast 10.10.10.255
ether 00:50:56:a7:70:b2
media: Ethernet autoselect (1000baseTX <full-duplex>)
status: active

eml: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
options=b<RXCSUM, TXCSUM, VLAN_MTU>
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inet 192.168.10.222 netmask Oxffffff0@ broadcast 192.168.10.255
ether 00:50:56:a7:03:2b

media: Ethernet autoselect (1000baseTX <full-duplex>)

status: active

IP-agpec MOXeT OBITH HasHaueH HHTepdelcy ¢ mnoMoinblo ifconfig(8). UYToOBI HaCTPOMKHU
COXpaHsUINCh IIOCJIe Iiepe3arpys3ky, kKoH¢urypanus IP gomokHa OBITH yKasaHa B /etc/rc.conf.
Cremyrolye 3anucH B /etc/rc.conf 3agaroT UM xocta, IP-aipec U 1IUIH03 110 YMOJTYaHUIO:

hostname="server1.example.com"
ifconfig_emd="1inet 10.10.10.100 netmask 255.255.255.0"
defaultrouter="10.10.10.1"

Hcrio/ib3yuTe Caeayrolre 3allCH 11 HaCTPOrKY uHTeperica yepe3s DHCP:

hostname="server1.example.com"
ifconfig_em@="DHCP"

6. Firewall

FreeBSD He wucmosb3yer Linux® IPTABLES 1 CBOEro MeyKCeTeBOTO 3KpaHa. BmecTo 3TOro
FreeBSD mpejyiaraeT BbIOOP M3 TPEX MeJKCeTeBBIX 9KPaHOB Ha YPOBHe fA/pa:

* PF
» IPFILTER

* IPFW

PF paspa6oraH mmpoekToM OpenBSD u mopTupoBaH B FreeBSD. PF Obl1 co3faH Kak 3aMeHa I
IPFILTER, 1 ero cMHTaKCHC CcX0>K ¢ cuHTakcrucoM IPFILTER. PF MoJKeT HUCII0JIb30BAaThCSI COBMECTHO
c altq(4) muis obecrieueHuss QyHKIHM QOS.

JdtoT nnpumMep 3anvcy PF pasperraer Bxopaaiui SSH:
pass in on $ext_if inet proto tcp from any to ($ext_if) port 22

IPFILTER — 3TO IIpUJIOKeHUe [UIsI Me)KCeTeBOro sKpaHa, paspaboTraHHoe /lappeHoM PupoM. OHO
He gBJIIeTCS CIeITUPUUHBIM 7151 FreeBSD U GBLJI0 IIOPTUPOBAHO HAa HECKOJIHKO OIlepallOHHBIX
cucrteM, Bkiaroudasd NetBSD, OpenBSD, SunOS, HP/UX u Solaris.

Cunrakcuc IPFILTER g paspenreHus Bxogdinero SSH:

pass in on $ext_if proto tcp from any to any port = 22
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IPFW — 3T0 Me>KceTeBOM 9KpaH, pa3paboTaHHBIN U mofep>kuBaeMbiii FreeBSD. OH MOKeT OBITh
HUCIIOJIb30BaH COBMeCTHO ¢ dummynet(4) mig obecliedeHHWsT BO3MOXKHOCTeH YIIpaBJIeHUS
TpapUKOM U UMHUTAIIUU Pa3IUUYHbBIX TUIIOB CeTEBBIX COeJUHEHUM.

Cuntakcuc IPFW 114 paspeneHus Bxogdiero SSH 6yeT ciaeyrOIuMm:

ipfw add allow tcp from any to me 22 in via $ext_if

7. OoHoBJIeHHe FreeBSD

CymiecTByeT AaBa MeToAa OOHOBJIEHUsI CUCTeMBI FreeBSD: M3 HCXOJHOTO KOJa HMJIM OWHApHBIE
00HOBJIEHUS.

OOHOBJIEHHE H3 MCXOMHOTO KOZa — 9TO HawumboJiee CJI0KHBIM MeTOI OOHOBJIEHHS, HO OH
peaocTaBJsieT HAUOOJIBINYI0 THOKOCTD. [IpoIjecc BKIOUaeT CHHXPOHU3AIIHI0 JIOKAJTbHOU KOIIUU
ucxopHoro xozxa FreeBSD ¢ penosutopueM FreeBSD Git. ITocsie TOTO KaK JIOKaJbHBIM HUCXOJAHBIA
KO, OOHOBJIEH, MOKHO CKOMIIWJIMPOBaTh HOBYH BepCUI0 d7pa U II0J1b30BATEJILCKOIO
IIPOCTPaHCTBA.

/IBoMUHbIe 0OHOBJIEHUS aHAJIOTUUHBI UCII0JIb30BaHUIO yum WU apt-get 1711 0OHOBJIEHUS CUCTEMBI
Linux®. B FreeBSD, freebsd-update(8) Mo>KeT OBITh HCIIOJb30BAaH [JIS IIOJYYEeHUS U YCTAHOBKU
HOBBIX JBOUYHBIX OOHOBJIEHUI. ITU OOHOBJIEHUS MOTYT OBITH 3aIlJIAaHUPOBAHBI C IIOMOIIBIO
cron(8).

[Ipx HCIIOJIB30BaHUU Cron(8) Mg IUIaHUPOBaHUSA OOHOBJIEHHM MCIIOJIb3YHTe
freebsd-update cron B crontab(1), 4TOGBI CHU3UTH BEPOATHOCTH OJJHOBPEMEHHOIO
o CKauuBaHUs 0OHOBJIEHUM 60JIBIIINM KOJIUYeCTBOM MalllUH:

@ 3 ** * root /usr/sbin/freebsd-update cron

JIJIs TIOJIyYeHUs [OIIOJIHUTEeIbHOU MHOpPMaIlMKi 00 0OHOBJIEHUAX UCXOJHOTO Ko/la MU GMHapHBIX
00HOBJIEHHUAX 00paTUTeCH K IV1aBe 00 00HOBJIeHUAX B PyKkoBocTBe FreeBSD.

8. procfs: yiiés1, Ho He 3a0bIT

B HEKOTOpBIX AUCTPHUOYTHBAX Linux® MOXKHO IOCMOTpeTh ¢aii /proc/sys/net/ipv4/ip_forward,
4TOOBI OIIpefle/INTh, BKIKYeHa U [P-MapuipyTusanusg. B FreeBSD BMecTO 3TOro MCIIOJIB3yeTCs
sysctl(8) a1 IIpocMOoTpa 3TOro U JPYTUX CUCTEMHBIX ITapaMeTPOB.

HaanMep, HCHOJIBSYI;'ITE CIIeAyIIyrH KOMaHY, YTOOBI OIpene/jIMTb, BKJIIOYE€Ha JIHA IP-

epeagpecanud B cucrteMe FreeBSD:

% sysctl net.inet.ip.forwarding
net.inet.ip.forwarding: 0
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Hcnoyb3yiTe -a [JI BRIBOJ]a BCeX CUCTEeMHBIX HaCTpPOeK:
% sysctl -a | more

Ecyi mpuitokeHUI0 TpebyeTcs procfs, Jo6aBbTe CIeAyIOIYI0 3aIIUCh B /etc/fstab:
proc /proc procfs rw,noauto 0 0

Jlo6aByieHHe noauto IpefOTBPATUT aBTOMaTHUYeCKOe MOHTHUPOBaHUe /Proc IIpu 3arpyske.

UTO6BI ITOAK/IIOYUTE GatIOBYI0 CUCTeMY 06e3 Ilepe3arpysKu:

# mount /proc

9. PacipocTpaHeHHbIE€ KOMaH/IbI

HeKOTOpBIe 3KBHBaAJIEHTBI paCHpOCTpaHéHHBIX KOMaH[ ITPUBEE€HbI HUJKE!

Komanpga Linux® (Red JxBuBajieHT FreeBSD HasHaueHue

Hat/Debian)

yum install package /apt-get pkg install package VCTaHOBUTE IaKeT U3

install package y/laIéHHOTO PeII03UTOPHS

rpm -ivh package / dpkg -i pkg add package VCTaHOBUTD JIOKAIbLHEIA IIaKeT

package

rpm -qa/dpkg -1 pkg info CIIMCOK YCTaHOBJIEHHBIX
IIaKeTOB

Lspci pciconf IlepedncIUTh yeTpoiicTBa PCI

Lsmod kldstat IlepeynCIuTh 3arpy>KeHHbIe

MO/IYJIH sITpa

modprobe kldload / kldunload 3arpyska/BhITpy3Ka Moy Ieit
sazpa

strace truss TpacCUpOBKa CUCTEMHBIX
BEI30BOB

10. 3ak/1rouenue

JTOT JOKYMEHT IIpefiocTaBuiI 0630p FreeBSD. /151 60J1ee IeTaJIbHOTO U3YUEHUS ITUX TEM, a TaKXKe
MHOTHUX JIPYTUX, He PACCMOTPEeHHBIX B JAHHOM JI0OKyMeHTe, 06paTUTech K PykoBo/icTBY FreeBSD.
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